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6.4 Entangled Photon Pair Approaches to QKD
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1. Brief Description and Background for entangled-photon approaches to QKD
Entanglement is the nonlocal quantum-mechanical correlation that can exist between two quantum systems that have interacted at some point. It is now well established that pairs of photons
can be produced in various sorts of entangled states, including polarization entangled![1], timefrequency entangled![2], and momentum entangled![3]. The strong correlation implied in the
entangled state can be used to exchange keys![4]. A schematic of the method is shown in Figure
6.4-1 below.

Figure 6.4-1.
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Schematic entangled-pair key-exchange system. Alice and Bob measure the
arriving photons in one of two nonorthogonal bases (e.g.,!horizontal-vertical and
diagonal polarization). Keeping only those coincident detections measured in
the same basis they are able to establish identical keys, after the usual classical
error-correction and privacy-amplification procedures are applied.
1
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A source of entangled-photon pairs is configured to send one photon to Alice and one photon to
Bob.† Alice and Bob’s detectors are both configured to measure randomly in one of two measurement bases. Alice and Bob then record the bit value, measurement basis, and exact time for
each detection. Arrival times are used to establish coincident detections. Due to entanglement,
when measurement bases coincide, the bits are near 100% correlated and can be used to form a
secret key. Eavesdropping will cause errors as the entangled state will be measured in one basis
and the ensuing state collapse leads to imperfect correlations in the other basis.
2. Attributes for entangled-photon approaches to QKD
Note: The potential for the attributes for this approach are indicated with the following
symbols: “low” (L), “medium” (M), “high” (H), or “no activity” (n/a).
1. Relative theoretical security status: H
The security of systems that rely on entanglement has been discussed in References![4,5,6].
Although it was originally believed that there were no actual benefit to using entangled
states![7], it is now realized that there are some key advantages over the faint pulse systems:
(a) There is no encoding of a random number to form the basis of the key, as the randomness comes from the entangled state, e.g.,

Y =

1

2

(0

1

0 2 + 111 2

)

(Equation 6.4-1)

which is in a superposition of two possible 100% correlated states (|1Ò!=!|VÒ, |0Ò!=|HÒ
in a polarization system).
(b) The entanglement allows for “automatic source checking”![8]. In systems in which the
various qubit states are produced by several different lasers (or even single-photon
generators), information about the state of the qubit can be leaked to other degrees of
freedom (thus allowing an eavesdropper to detect the qubit state without inducing any
errors). This is prevented if entangled photons are used—any leakage of information to
other degrees of freedom of the photon automatically shows up as an increased bit error
rate (BER). (Note: leakage of information via some classical means, e.g.,!detector afterpulsing![9], is not eliminated using entanglement.) The security of the key exchange is
also not compromised even if the source itself is in the hands of an eavesdropper.

†

In fact, depending on the relative placement and control of the source, there are two distinct, but related modes of
operation. In the asymmetric mode (also sometimes referred to as the “entanglement-assisted” protocol, Alice (acting
as the primary sender) essentially owns the source. She immediately detects one photon and sends the other to Bob.
In this scenario, the photon traveling to Bob is in a definite (but random) state of polarization. In the balanced, or
symmetric, scenario the source is between Alice and Bob, and in general not necessarily controlled by either one.
Nevertheless, because the quantum correlations (or lack thereof) will necessarily reveal any source imperfections,
the security and quality of the source is readily verifiable by Alice and Bob. The balanced scenario might apply, for
instance, when Alice and Bob are both located at ground stations and the source is located on a satellite. In principle,
there is no difference between the symmetric and asymmetric models. One is always free to label the source as belonging to Alice or Bob or both or neither.
In practice, the asymmetric scheme is probably slightly easier to maintain, as quantum and classical communications
need only be synchronized between two independent parties (Alice and Bob) and not three (Alice, Bob, and Source).
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(c) It is, in principle, possible to store the photons in some “quantum memory” until the key
is required. The key does not exist until the photons are measured. As a corollary, this means
that one can, in principle, generate a key even when no quantum channel is available (as
long as it was previously available and the quantum bits can be stored). Also, as long as
no eavesdropper was present at the time of entanglement distribution, the protocol is
secure, even if the measurements are not made—and the secret key not created—until
some later time when there is an eavesdropper.
2. Relative transmission distance potential: H
The maximum range to date is tens of kilometers in fiber; in free space, only table-top demonstrations have been carried out, though very recently entangled photons were distributed
(without key exchange) over ~!1!km in free space![10]. In principle the range of secure communication is high because the background-induced coincidence rate (leading to errors) can
be extremely low![11]. Lumped loss tolerance up to 50!dB is expected, based on a 1!ns gate
and 1000 counts•sec-1 (this implies a background rate of only 1!millicoincidence•sec-1; however, detector noise will increase this.) The availability of “quantum repeaters” would also
increase the usable distance![12].
3. Relative speed potential: M
Pair-photon generation rates limit systems at the moment. Highest rates are 4!¥!105 to
1.3!¥!106 coincidences per second![13,14] measured in the laboratory, significantly lower in
fibers.
4. Relative maturity: M
Medium maturity as proof-of-principle experiments have been done [15,16,17] but full
development is still to come.
5. Relative robustness: M
As with all point-to-point schemes, availability is immediately compromised by any form of
eavesdropping. Note, however, that if entangled quantum bits have been previously distributed and stored, a key can be generated at a time even when no transmission of single
photons is possible. As long as there was no eavesdropper present at the time of entanglement distribution, the protocol is secure, even if the measurements are not made—and the
secret key not created—until some later time when there is an eavesdropper.
3. Development-status metrics
Fiber-based experiments have demonstrated key exchange using interferometry![15] and polarization†![16] (however, it is unlikely that long fiber systems using polarization encoding will
be used in practical systems, due to random polarization transformations induced by the fiber).
Free-space table-top experiments have demonstrated Ekert protocol and six-state protocol![17].
†

While it is unlikely that long fiber systems using polarization encoding will be used in practical systems,
due to random polarization transformations induced by the fiber, it actually might not be overly difficult to actively compensate for the unwanted transformations; using polarization could then obviate the
need for stabilized fiber interferometers; in any event, it seems that some form of active stabilization is
needed.
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Free-space experiments to 1!km have recently been performed![10] (but still without key
exchange).
Preliminary experiments on quantum repeaters and entanglement swapping have been reported![18], though the bit rates are still very low (typically <<!1!per second), and the resulting final
entangled states are not of exceedingly high quality (maximum fidelity ~!93%, corresponding to
BERs of 7%). Preliminary experiment on quantum memory has been reported, but with storage
times of less than 100!ns![19]; preliminary storage of nonentangled photons indicates 1–10!µs
should be achievable![20].
Note: For the status of the metrics of QKD described in this section, the symbols have the
following meanings:
= sufficient demonstration
= preliminary status achieved, but further work is required
= no experimental demonstration
1.

Laboratory or local-area distances (<!200!m) implementation environment
1.1 Quantum physics implementation maturity
1.2 Classical protocol implementation maturity
1.3 Maturity of components and operational reliability
1.4 Practical security
1.5 Key transfer readiness
1.6 Network readiness
1.7 Encryptor readiness

2.

Campus distances (<!2!km) implementation environment
2.1 Quantum physics implementation maturity
2.2 Classical protocol implementation maturity
2.3 Maturity of components and operational reliability
2.4 Practical security
2.5 Key transfer readiness
2.6 Network readiness
2.7 Encryptor readiness

3.

Metro-area distances (<!70!km) implementation environment
3.1 Quantum physics implementation maturity
3.2 Classical protocol implementation maturity
3.3 Maturity of components and operational reliability
3.4 Practical security
3.5 Key transfer readiness
3.6 Network readiness
3.7 Encryptor readiness
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4.

Long distances (>!70!km) implementation environment
4.1 Quantum physics implementation maturity
4.2 Classical protocol implementation maturity
4.3 Maturity of components and operational reliability
4.4 Practical security
4.5 Key transfer readiness
4.6 Network readiness
4.7 Encryptor readiness

4. Special strengths
The security advantages in Section!2 are the special strengths: the key does not exist until after
the detection process (so that it could be generated long after the quantum channel is available
to distribute the entanglement—if long-term quantum memories can be realized), information
leakage to other degrees of freedom is automatically revealed, and in principle the source can
even be in the hands of an eavesdropper. This last is of particular significance when one considers a network, where one does not want to have to “trust” each node.
5. Unknowns/weaknesses
The main limitation to the entangled-state quantum cryptography, at present, is the source
brightness. Typical sources generate less than 1!¥!106 pair photons•sec-1, and to date the highest
detected pair rates range 4!¥!105 to 1.3!¥!106 coincidences•sec-1![13–14].
For fiber-based schemes the efficiency of coupling pair photons into single modes needs to be
optimized—typical coupling to single modes is less than 20%![21]. For free-space schemes,
single spatial mode operation is probably not required, as turbulence will introduce extra
modes regardless.
6. Five-year goals
ß

106 coincidences•sec-1 source (detected in laboratory)

ß

Free-space systems operating out to 10!km (per arm)

ß

105 coincidence•sec-1 into a single mode

ß

Prototype systems for fiber communications to 50!km

ß

Quantum memory with high fidelity storage

ß

Quantum repeater with bit rate exceeding 10!qubits•sec-1

7. Ten-year goals
ß

Quantum memory for up to 1!second storage

ß

Satellite source generating keys at ground level

ß

Prototype systems for fiber communications to >!100!km
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ß

Quantum repeater with bit rate exceeding 1000!qubits•sec-1

8. Necessary achievements to make five- and ten-year goals possible
High-brightness and high-efficiency compact sources (see, for instance, Reference![22]) are
needed. These should emit into only a few spatial modes (or a single mode, for fiber systems).
Also, in order to enable spectra filtering as a means to reduce background, it is desirable that
the brightness into reduced bandwidths (~!1!nm FWHM) be increased.
It is also desirable to have an “on-demand” source of entangled photons, as this would further
reduce noise from empty pulses. Some of the advantages of entanglement outlined in Section!2,
Security, are only achievable if one has quantum memory devices, which ideally would store
unmeasured quantum bits indefinitely. Finally, in order to achieve distances longer than 100!km
in optical fibers, quantum repeaters![12] will have to be efficiently realized. One proposal for
achieving this is by coupling the polarization of (narrow-bandwidth) entangled downconversion photons into an atomic system![23].
9. Developments in other areas that would be useful (connections to other technologies)
For fiber implementations, the development of improved detectors at communications wavelengths is necessary. Improved crystals and particularly waveguide and fiber sources of photon
pairs are needed. Improved mode-matching between pair source and single-mode fibers is
needed; inexpensive adaptive optics would be very helpful.
10. How will developments in this approach benefit other areas & follow-on potential
High-brightness sources will feed into other quantum-communications schemes (entanglement
swapping, quantum teleportation, dense coding) and into quantum information in general
(linear optical gates, efficient heralded single-photon sources etc).
11. Role of theory/security-proof status for entangled-photon QKD
Theoretical proofs of security are in place![5,6]. Further study is needed on the use of entanglement in systems with multiple degrees of freedom or continuous variables, and multipartite
protocols (i.e.,!connecting more than two parties).
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